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(156) Nosko, A., Wood, E., & Molema, S. (2010). All about me: Disclosure in online social networking
profiles: The case of FACEBOOK. Computers in human behavior, 26(3), 406-418.

(157) Chen, W., & Fong, S. (2010, July). Social network collaborative filtering framework and online
trust factors: A case study on Facebook. In 2070 Fifth international conference on digital
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(18) Nosko, A, Wood, E., & Molema, S. (2010). All about me: Disclosure in online social networking
profiles: The case of FACEBOOK. Computers in human behavior, 26(3), 406-418.

(159 Chen, W., & Fong, S. (2010, July). op.cit, p. 266-273.

(160) Church, K., & De Oliveira, R. (2013, August). What's up with WhatsApp? Comparing mobile
instant messaging behaviors with traditional SMS. In Proceedings of the 15th international
conference on Human-computer interaction with mobile devices and services (pp. 352-361).

(180 Shahid, S., & Zubairi, N. A. (2016). Comparative Study: An analysis of WhatsApp application
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The Approach and rules of digital diplomatics in the process of
criminal proof of digital forensic records (Evidence): an applied
study of information crimes

Dr. Hasnaa Ali Ali Abdeghany
Abstract

This study aimed to emphasize the role of Diplomatics in the process
of digital forensic evidence, and the importance of the role of digital
diplomatic criticism and its application to digital documents with the aim
of emphasizing the validity of the procedures for obtaining digital
documents (evidence), and how to reach the authenticity, validity, and
integrity of documents and their non-disruption, or modification,
alteration, or distortion, and the validity of its attribution to the offender in
such a way that the judge relies on it in forming his belief and building his
judgment. The study dealt with the application of the curriculum and rules
of digital diplomatic criticism on models of digital documents (evidence)
for information crimes in Egypt and the study of the research project for
the criminal proof of digital documents (DRF).

The study concluded that, the congruences between the digital
diplomacy approach and the digital forensic science approach are
represented in evaluating the authenticity and defining the context, source,
relationships, and meaning of digital documents (evidence). It also
concluded the need to develop curricula and concepts that will allow
specialists in documents, archives, information, law, and digital forensic
sciences to identify documents in various digital environments.

Keywords: Digital Diplomatics; Digital Record; Information Crime;
Digital Forensics
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